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M2 — 370 ObICTPO Pa3BVBArOLLAACA IT-KOMMaHWUA Ha CTblkKe HEeABUXUMOCTY

1 GUHAHCOBOro cekTopa. Cpean naptHépos M2 — 20+ barHkos, 6000+
3acTponLmkoB, 17 000+ areHTCTB HeABUXMOCTU 1 56 000+ YaCTHbIX
prenTopoB. Mbl co3aaém digital-pelleHuns, KOTOpPbIe MOMOratoT KIVeHTaMm
HaTW 11 TPOBEPUTL KBAPTVPY Nepes NMokyrnkou, 3aLLUnTNTb CAEIKY OT PrCKOB
1 3aperucTpmMpoBaTh NPaBo COOCTBEHHOCTU BHYTPU €4HOM0 LMGPOBOro
KOHTYpa. A 3aCTPOVLLMKAM — YBENINYUTL KOIMYECTBO MPOLaX 3a CHET
KaueCTBEHHbIX INA0B.

PeannsoBaHHbIe NPOEKTHI
B nepuopg 2020-2023 rr.

1. MogzepHm3aums cncTeMbl MHGOPMALIMOHHOM be3onac-
HOCTV KOMMNAHUK.

2. [MpuvBeneHue cncTeMbl NHGOPMALIMOHHOW 6e30mnac-
HOCTW B COOTBETCTBME C TPEOOBAHVAMU PErYNATOPOB
1 KOPMopaTVBHbIX 6aHKoBCKMX (BTB) cTaHAapTOB.

NpopgenaHHas paboTa

i ﬂpl/l BbIMOJ/IHEHWI MTPOEKTa bblna AaHa 3KCMepTHad
oueHKa COCTOAHUMA CNCTEMbI 3aLlLUNThI I/IHCIDOpMaI_I,I/II/I.

cMcTeMa aHTUBUPYCHOM oV
3aLUMTLI OTBEYaET TOYHEHbI MPVHUMMbBI OPraHmn3aui CUCTeMbI 3aLLIn-

YPOBHIO COBPEMEHHbIX Tbl, Pa3paboTaHbl BapuaHTbl ONTUMKU3aLNN CUCTEMBI
yrpos NPOTVBOAEUCTBUA 3apaxeHnto BMpyCcaMn Ha OCHOBEe
NONYYeHHOW MOAEN Yrpo3.

® BLICTPOEHa COBpEMeHHada cncTtema MHGOPMaLOH-
HOWM 6e30MacHOCT C MCMONb30BaHVEM
peleHn «/labopaTopun Kacnepckoro.
[TpoBeseH NOAOOP pelleHnn, X TeCTUpoBaHue,

HaCTPOEeHbI NpoLeccl 060CHOBaHME, CpaBHEHWE C aHa/10raMu.

Mo KOHTPOJIO YCTPOMNCTB
M 3amTe nHpopmaLmmn
KOMMaHnn



BHeApeHbl pelleHuUA:
1.

Kaspersky Secure Mail Gateway (KSMG), K0TOpOe No3BONAET Pa3BepPHYTb MOYTO-
BbIli LU/KO3 B BUAE KNACTEPHOM CUCTEMbI, MacLLTabrpyemoi B 3aBUCMOCTY OT 06beMa
006pabaTbIBAEMOro Tpadyika, N MHTErpPUPOBAaTL €€ B CYyLLECTBYHOLLLYHO MOYTOBYHO NHPPa-
CTPYKTYpY OpraHm3aLmm. Ha moYToBOM L/HO3€e NpeayCTaHOBIEeHbI MOYTOBbLIV CepBep 1
3aLUMTa OT MACCOBLIX Knbepyrpos. ObecneymBaeT 6€30MacHOCTb BXOAALLEN

N UICXOASALLIEN MOYUThI, 610KMPYET BPeAOHOCHbIE 0OBbEKTbI, CMaM U GULLIHT, BbINONHSAET
KOHTEHTHYO GUABTPALIIO COOOLLEHUIA.

Kaspersky Secure Mobility Management (KSMM) - komnnekcHoe pelleHme 414
yrpaBAeHa MOBUIbHOCTBIO MPeAnpuaTAi. [03BONSET KOMMAHUAM KOHTPONMPOBATL
KOPMOPaTVBHbIE MOBUIbHbIE YCTPOMCTBA U HAAEXHO 3aLUMLLATL UX OT KMHepyrpo3s Ha
BCEX XN3HEHHbIX LIMKAaX 1 MPU BCEX KNFOYEBLIX GOPMaTax MCMoNb30BaHNS.

Kaspersky EDR gns 6usHeca OntnmanbHbiii (KEDR Optimum), npeaHasHayeHHoe
ANA 3aLLUTLI I T-MHQPACTPYKTYPbl OpraHy3aLmm OT Tak Ha3blBaeMbIX MaCKVPYHOLLIXCA
Yrpo3. ®yHKUMOHA peLLeHa COYeTaeT aBTOMaTUYeCckoe 0bHapyXeHme yrpo3

C BO3MOXHOCTLHO PearvipoBaHug Ha HUX ANS MPOTUBOCTOAHUSA CIOXHBIM aTakaMm, B TOM
Yncae HOBbIM 3KCMI0NTaM (exploits), mMporpammam-BeIMOraTensdm (ransomware),
becharnnoBbiM atakam (fileless attacks), a Takxe MeTOAaM, UCMONBb3YHOLLUM NErUTUMHbIE
MHCTPYMEHTHBI.

Kaspersky Managed Detection and Response (MDR) o6ecrneunBaeT KpyrnocyTou-
HYHO 3aLLUWTY OT PaCTyLLEero KOanM4YecTBa yrpos, CrnoCcobHbIX 0O60MTU aBTOMaTNYeck/e
CpeAcTBa 3alwmThl. OcyuwlecTengeTca cneumanmuctamm SOC "JlabopaTopun
Kacnepckoro" v noaxoanT ANs OpraHmM3auyii, KOTOPbIM CIOXKHO HaUTW
KBaNMPUUMPOBAHHBIX CMELVAanUCTOB UV Y KOTOPbLIX OrPaHNYeHbl BHYTpeHHWe

pecypcsl.



Pe3ynbTaThl

® MVIHVIMU3MPOBaHbI PUCKK UHGOPMaLOHHOW be3omnac-
HOCTV KOMMaHWK 3a CYeT BHeApeHUs peLueHni, obecne-
YNBAKOLLUX 3aLUUTY €€ NT-UHOPaCTPYKTYPbl OT CTOXHbIX
Knbepyrpos;

® MOAEPHV3NPOBaHHAA cnucTeMa NMHPOPMaLMOHHO
6e30MacHOCTV KOMMAAHN OTBEYAET YPOBHIO COBPEMEHHbIX

yrpo3;
® crYcTemMa MHGOPMaLIMIOHHOM 6e30MacHOCTY KOMMaHW Npu-
Be/leHa B COOTBETCTBME C TPEOOBAHVSMY PErynaTopoB

N KOPMOPATVMBHbBIX CTaHAAPTOB,

® YUUTBIBAA YAaNeHHbIN GopMaT paboTsl COTPYAHVIKOB, Ha-
CTPOEHbI MPOLECCHI MO KOHTPOIK YCTPOMCTB U 3auimTe
MHQOPMaLM KOMIAHNN,

KomneTeHuumn ARinteg

@ NH>XeHepHblie pelueHus Komnanuvsa ARinteg - BeAyLLUA CUCTEMHbIN NHTErpa-
TOP Ha POCCUNCKOM PbiHKE MHPOPMALMOHHOM 6e30-
Q NHpacTpyKTypHble MacCHOCTMN.
OQ peLleHmns
ObecrneyrBaeT 3aLmTy MHGOPMaLMOHHBIX PECYPCOB,
IT-uHdpacTpyKTypa OKa3bIBaeT 3KCMePTHO-aHaIUTYeCKme, TeXHYeckume,
PelueHus ans 3awmTel KOHCaNTWMHrOBbIe YCNyry, pa3pabdbaTeiBaeT 1 pa3BuBaeT

COOCTBEHHbIE pelleHus B chepe nHGobesa.
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