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Hapge)xHaa ayTeHTudmnkauna n ueHTpanm3oBaHHoOe
yrnpasieHne goCTyrnom

3awmTa [ocTyna K KOprnopaTMBHbIM pecypcaM SIBSIETC OAHOW M3 OCHOBHbIX 33Aay MHGDOPMALMOHHOM

6€30MacHOCTM  KOMMaHWW. BaxHbIMM  3neMeHTaMu peweHnsa 3TOM 334auM  9BASKOTCA  HadexHas

ayTEHTUDUKALMS NONb30BATENS U LEHTPAIM30BaHHOE yNpaB/ieHne fLOCTYMNOM.

Bbibop TexHonorum ayteHTumnkaumnm

Bbl60p TEXHONIOTMWN HAAEXHOM ayTEHTMd)MKaLI,MM 3adBUCUT OT HECKOJIbKUX NMapaMEeTPOB:

[MpMMEHUMOCTb - MONb30BaTeNbCKME CLEHAapUM MOFYT CyLWeCTBEHHO OrpaHM4MBaTb BbIOOP
TEXHONOrUM  ayteHTudumkaumn. Hanpumep, OONbWKMHCTBO YAANEHHbIX CLEHapueB AenatoT
HeuenecoobpasHbIM NMPUMEHEHUE MOAK/IOYAEMbIX K pabouyei CTaHUMM NONb30BATENS YCTPOMCTB
aAyTeHTMdUKALMN.

Be3onacHoCTb - Ha CKOIbKO TEXHOOIUS ayTEHTU(DUKALMA OTBEYAET NOTPEBHOCTAMM OpraH13aLmm B
obnactu Mb. Hanpumep, ogHopa3oBble Naponn 06ecneynBaloT afeKBaTHbIM YPOBEHb 3aLUMTb 41
BONbLWMHCTBA YAANEHHbIX CLEHAapUeB, C APYroi CTOPOHbI, OPraHMU3aLmMsa MOXET GbiTb BbIHYXAEHA
NMPUMEHATb UHbIE TEXHONOMMM ONA COOTBETCTBMS BHELIHMM TPeOOBaHMAM, TakUM Kak TpeboBaHMA
pErynaTopoB UM OoTpac/iesble CTaHAapPTbl.

Yno6CTBO - HACKOMbKO KOHEYHbIM M0Jib30BaTeNiaM OyaeT KOMMOPTHO MPUMEHSTb TY MW WHYIO
TEXHONOMUI0 B YCNOBMSX MX paboTbl. Hanpumep, poctyn Kk pabouyemy CTONy C MCNONb30BAHUEM
O[HOPA30BbIX Maponen MoxeT 6biTb HeynobeH, T.k. noTpebyeT reHepupoBaTb M BBOAWTL Naposb
MHOrO pa3 B TeyeHune pabouero aHs.

CTOMMOCTb  MCMONb30BAHUS  TEXHONOMMM  AYTEHTUDUKALMM  CKNAABIBAETCA U3 HECKONbKMX
COCTaBNAKOLWMX: CTOMMOCTb BHEAPEHMS; BO3MOXHOCTb MCMONb30BaHWUS WMMEILWErocs napka
YCTPOMCTB  ayTeHTUdUKALMK; CTOMMOCTb  BALAEHUS; CNOXHOCTb  WMHTErpauMmM  TEXHONOMMM
ayTeHTUPUKALMM C LLeNEBBIMU MHPOPMALMOHHBIMU CUCTEMAMMU.

LI,eHTpan n30BaHHOE yripaBjieHne 4OCTYNOM

COTpyAHUKM UMEIT LOCTYN K LMPOKOMY NepeyHtd MHOOPMALMOHHBIX CUCTEM, KOHTPOIUPYEMbIX Pa3HbIMU

rpynnamu agmuHuctpatopos (Active Directory, 6a3bl AaHHbIX, NpUKNagHble cuctemsl). [ng ynpasneHus

TakKUM O0CTyNnoM Tp66yETC$| cneunannsnpoBaHHOE UEHTPAIM30BaHHOE pelleHne, KOToOpoe No3BOJIUT:

Cobpatb UHDOpPMALMIO MO AOCTYMHBIM ANS Nonb3oBaTens MHOOPMALMOHHBIM CUCTEMAM B OAHOM
mecTe;

Peanu3soBaTb MexaHu3M eanHoro Bxoaa - Single Sign-On;

OnpepnensTb kKakue TEXHONOMMM ayTeHTUPUKALMM AOMKHBI ObITb MCNONb30BAHBI AN BXOAA B
KaXkayto MHOOPMALMOHHYIO CUCTEMY;

3anpewatb AOCTYN K MHOOPMALMOHHBIM CUCTEMAM;

Bectu xxypHan nonyyeHus COTpyAHMKOM A0CTYyNa

LLEHTpa}'IVBaLI,VIFI OOCTUTaeTCca UCMOJSIb3OBAaHUEM PaA3J/INYHbIX TEXHONIOTUMN U NPOTOKONOB UHTErpaunn B 4acCtm
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ayTeHTUDUKALMM MONb30oBaTENEN, B 3aBUCMMOCTM OT TOro, YTO MOAAEPXKMBAET LeneBas cuctema. M3-3a
601bWOro pasHo0bpa3ns NPUNOXKEHUI U UCMONb3YEMbIX UMW TEXHONOMMIA, EAMHOTO MEXAHU3MA MHTErpaLmm
He cywecTByeT. [103TOMy BaXKHO, YTOObI CUCTEMA YNPABNEHUS AOCTYNOM NOLAEPXKMBANA PA3Hble MEXAHU3MbI
M NPOTOKO/bI MHTErpaumMM C LENEBbIMU MPUIOKEHUAMM, YTO MO3BOWUT OXBATUTb MAKCMMANbHOE YMCIO
MHGOPMALMOHHBIX CUCTEM.

Indeed Access Manager

MporpammHbii Komnnekc Indeed Access Manager (Indeed AM) npeacrtasnsetr cobon nnatdopmy Ans
MOCTPOEHUS CUCTEMbI LEHTPANM30BAaHHOMO YNpaBAeHMS AOCTYNOM Monb3oBaTenen K MHPOPMALMOHHbLIM
pecypcaM KOMMNaHuu.

Indeed AM peanusyeT BO3MOXHOCTb MCMOMb30BAHUS TEXHOMOIMA CTPOrOA WM MHOrOQakTOpHOM
ayTeHTUdMKaLUMKM nonb3oBaTenen npu [octyne K WMHOOPMAUMOHHBIM pecypcaM. Takue TexHOnormu
COKPALLAKT pUCKM MHDOPMALMOHHOW 6e30MacHOCTM, OONOMHAS UK 3ameHsas naponu. NogaepxuBatoTcs
pa3fNnyHble Cnocobbl ayTeHTMdMKaumMK, 3a cyeT 31oro Indeed AM apantupyeTtcs K TpebyeMbiM CLEHapUSM
[OCTyMa M B KaXAOM KOHKPETHOM (/lyyae npeafiaraeT Mo/b30BaTeNsiM ONTUMAsbHYO TEXHOOTUI0
ayTeHTMdUKALMM.

MoMuMO pasnuuHbiX TexHonornn ayteHTudukaumm, Indeed AM wmcnonb3yeT LUMPOKUA CAEKTP
TEXHOSNOMMN WHTErpauun, KOTOopble MO3BOSIAIOT MOAKMIOYUTL LENeBble MPUIIOXKEHUA K cucTeme
ayTeHTUdMKaumn. Takve TexHonornn BKMYalT peanu3auunio noaxoga Single Sign-On (web u
enterprise ss0), cTaHOAPTU3MPOBAHHbIE MPOTOKOMbI ayTeHTudMKaumMm u areHTckne mogynu. Indeed
Access Manager no3BosnisieT opraHn3oBaTb KOHTPOMMPYEMbIN JOCTYN K MHPOPMALMOHHBLIM pecypcam
Kak U3 BHYTPEHHEN CETU KOMMNAaHUK, TaK U K CUCTEMaM, OCTYMNHbIM 13 BHELLUHEN CETU, TaKUM Kak Nno4Ta,
VPN, VDI n web-noptanel. Takon nogxon MnO3BOSMSET MNOCTPOUTH LEHTPanNU3oBaHHYIO CUCTEMY
npefocTaBneHna  [O0CTyna, KoTopas oOxBaTbiBaeT BCE UCNOMb3yemble LerieBble  CUCTEMbI,
MUHUMU3NPYET KONMYeCcTBO obpalleHnn nonb3oBaTenen B cnyxby help desk, cokpawiaeT pacxobl Ha
COMpPOBOXAEHNE NHPPACTPYKTYpPbI U NoBbiBaweT 3 eKTUBHOCTb paboThl Nonb3oBaTenen.

[Tnatdopma Indeed Access Manager

B ocHoBe nnatdopmbl nexar 6asoBble MOAyAU, KOTOpble 0b6ecneunBaoT GyHKLMOHMPOBAHWE CEpPBEPHOW
MHPPACTPYKTYpPbl U UHCTPYMEHTOB ynpaenexus (puc. 1). K 6a3oBbiM Mogynam Indeed AM oTHocsTCS:

CepBep ayteHtTudukaumm u ynpaenenusa Indeed AM. Cepeep siBnseTca s4poM CUCTEMbI M obecneymBaeT
(YHKLMOHUPOBaHWE BCEM CUCTEMbI, OH BbINOJHAET ayTeHTUDMKALMIO NONb30BaTeNIeN U peanusyloT busHec-
noruky pewenus. Cepsep npeacrasnset cobon ASP .Net npunoxeHue 1 NOALEPXKMBAET YCTAHOBKY B peXUME
KfacTepa, No3Bonss obecneynTb BbICOKWUIA YPOBEHb MPOM3BOAMTENBHOCTM M OTKA30YCTOMYMBOCTU BHE
33aBMCMMOCTM OT MaclLTaboB BHeApeEHUSI.

XpaHunuwe paHHbIX. Bce paHHble CUCTEMbl XpaHATCS B €AMHOM XPaHWAWLLE, K KOTOPOMY HanpsiMyro
obpalaeTcs TONbKO cepBep. XpaHeHWe 1 nepejaya faHHbIX K/OT cepeepa Npomn3BOAMTCS B 3aWMPPOBaAHHOM
Buae. XpaHunuwe MoxeT bbiTb pacnonoxeHo nMbo B katanore Active Directory (pacwumpeHue cxeMbl He
npoussoautcs), inbo B SOL CYB/.

XypHanbHbiii cepBep. Bce cobbiTns U3MEHEHUS HACTPOEK U MOAyvyeHUs AOoCTyna GUKCUMPYIOTCS B €4UHOM
XypHarne, KOTOpbI pacnosioXXeH Ha BblaeneHHOM cepBepe. XXypHan MoxeT xpaHutca B popmate Windows
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Event Log, nnbo B cobcTBeHHOM dopmaTe Indeed AM B SQL CYB/[, kpoMe 3TOro, NoaaepXXMBaeTcs OTnpaBKa
COObITUI B TOPOHHUI XXYpHaN No npoTokony syslog.

KoHconb agMuHUcTpaTopa BbiNoAHeHa B dopMate web-NpunoXeHus, B KOTOPOM MOXHO MOCMOTPETb M
M3MEHUTb NApaMeTPbl CUCTEMbI U HACTPOMKM NONb30BATENEN, @ TAKXKE MPOCMOTPETb XXYPHAN CUCTEMDI.

CepBuc camMoo6cnykMBaHua [3aeT BO3MOXHOCTb MO/Ib30BaTeNsIM  3aperncTpupoBaTb MM U3MEHUTb
ayTeHTUDUKALMOHHbIE AAHHbIE (CMApT-KapTbl, FEHEPATOPbl OAHOPA30BbLIX NAapofiei, oTNeyaTku 1 ap.).

MpoBaiipepbl ayteHTUdUKauun obecneynsatoT Indeed AM BO3MOXHOCTb paboTbl C TEXHOMOMUSMM
ayTeHTMdUKaLmm nonb3oBartenien. [posangep ayTeHTUdMKaLmm npepocrasnger cucTeme
YHUOULMPOBAHHbIA MHTepdeNC [Nig BbINOAHEHUS onepauMi no paboTe C KOHKPETHOM TexXHONoruewn
ayTeHTUdUKaLUK: NonyYeHue ayTeHTUDUKALMOHHbBIX AAHHbIX OT MOAb30BaTeNsl AN XPaHEeHUs, a Takxke
Bepudumkaumio (nposepky) AaHHbiX. Indeed Access Manager nopgepxuBaeT ciefylolme TexXHONA0rmu
ayTeHTUdMKaLMK:

e Kpuntorpadmueckne cMapt-kaptbl M USB HocuTenu, Takme kak PytokeH, eToken, JaCarta u gp.

e beckoHTakTHble RFID kapTbl (Mcnonb3yeMble B kavecTse nponycka B CKY[ cucremax) dopmatos EM-
Marin, HID iClass, HID Proximity, Mifare.

e AnnapaTHble M NpOrpaMMHble TOKEHbl reHepauMmM O4HOPa30BbiX naponen no npotokonam OATH
TOTP n HOTP.

e (OpHopa3oBble KOAbI, BbiCbl1aeMble Mo SMS nan Email.

e buomeTpuyeckne TEXHONOMMM - OTNEYATKM NaNbLEB, PUCYHOK BEH NaA0HU, M306paxeHue nuua.

e QOut-of-band ayTeHTUdMKaLMs C MCNONb30BaHMEM MOBUIBHOIO NPUNOXEHUS U push-yBegoMneHNi
Ha 6a3e npoaykTa Indeed AirKey Cloud (Indeed AKC).

PasnnuHble TEXHONOMMM MOXHO 06beAMHATb B OAMH CNoCob ayTeHTUdMKaLMK, peanusys Takum ob6pasom
MyNbTUDAKTOPHYIO ayTeHTUdUKaumio (MFA).

Monnutuku AOoCTyna onpenendrT Kakme TeXHONOrMMn U ana Kaknux CUCTeM OO0J/DKHbI OblTb MCNONbL30BaAHbI, a
TAKXXe KakKne npaea eCtb y onepatopoB 1 aoaMMUHUCTPATOPOB CUCTEMDI.
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PucyHok 1. Mnatdopma Indeed Access Manager

Mopgynn nHterpauum

Kaxzablit MOAY/b UHTErPALMM MOXKET UCMO/b30BATLCS OTAENbHO U NPeAHA3HAYEH A1 PELLEHNUS KOHKPETHOM
33[la4u Mo 3almTe AOCTyNa U ayTeHTUdUKALMM Nonb3oBaTteneil. Moaynu CnpoekTMpOBaHbl sl COBMECTHOM
paboTbl, YTO NO3BONSET CO34aBaThb NOOble KOHUIYpaLMU CUCTEMBI ayTEHTUDUKALMMK, afanTupys ee noj
TeKyLLMe HYXabl M NaHAWadT MHGOPMALMOHHBIX CUCTEM NPEANPUATUS.

MporpamMmHbIi komnniekc Indeed Access Manager BkatvaeT B cebsi cnenylolmMe MOLYAM MHTErpaumun
ueneBbiMM MHOOPMALMOHHBIMU CUCTEMAMMU:
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Indeed Access Manager
Mogynu nHterpauum p \
& ©
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Provider J

[ ADFS Extension

OWA, Sharepoint, G Suite, Office 365,
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API Enterprise S5O y
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( 3 F '
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Windows Server Logon Extension
2008-2016,
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PucyHok 2. Mogynu uHterpaumu Indeed Access Manager

Indeed AM Windows Logon

Indeed AM Windows Logon (Windows Logon) npeacrasnsieT BO3MOXHOCTb nony4date goctyn B Windows ¢
MCMNONb30BaHMEM TEXHONOMMI CTPOron ayteHTMdumKaumm B cpepe Microsoft Active Directory. [lns atoro Ha
pabouyne MecTa nonb3oBaTenen ycraHasameaetcsa areHT Windows Logon. MHcTannsaTop areHTa peanunsoBaH
KaK CTaHAApTHbIM nakeT yctaHoBlwmka MSI (Microsoft Windows Installer). 310 no3songsetr onepaTMBHO
Npou3BOAUTb YCTAHOBKY M OOHOBMEHME CUCTEMBbI B MAaCCOBOM MOPSiAKE C WMCMONIb30BAHWEM Pa3MUHbIX
MHCTPYMEHTOB, TakMX Kak rpynnosbie nonntuku Active Directory, Microsoft System Center Configuration
Manager (SCCM) u ap.

[na wHTerpaumm c onepaumoHHoM cucteoMit Windows wMCNoNb3ylTCs CTaHOAPTHbIA MexaHwu3M ang
peanusauumn COGCTBEHHOrO MHTepdelca ayTeHTUGUKaLmMmK nonb3oeatenent - Credentials Provider. OJaHHas
TEXHONOMMS  MO3BONSIET  CTOPOHHMM  pa3paboTyMkamM  UHTErpuMpoBaTb COBCTBEHHbIE  TEXHOMOIMU
ayTeHTMdMKaumm ¢ nHtepdericom Windows, npenocTaBnsieT BO3MOXHOCTb HE TONbKO BbINOJIHATL BXOA, B
Windows ¢ nomolubto TexHonormm Indeed AM, HO M ayTeHTMdUUMPOBATLCS € nomolblo Indeed Access
Manager BHyTpu OC, HanpuMmep, Npu JOCTyMNe K AOMEHHbIM pecypcaMm, Beb-nNpunoXeHmsam u ap.
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B Windows Logon noggepXuBalTCa BCe TEXHOMOrMM ayTeHTUdMKauuu, aoctynHole B Indeed Access
Manager (cmapT-kapTbl, RFID kapTbl, OTP, 6uomMetpusa un ap.).

OddhnanH pexxum

[Ona nosbllweHns oTkasoyctonumsoct, Windows Logon MoxeT co3pgaBaTb NoOKanbHblA Kew Ha [1K
nonb3oBatens. Takon K3W COOEPXKMUT ayTEeHTUODUKALMOHHbIE AaHHble U MCMNOMb3YeTCqd B MOMEHTHI, Koraa
OTCYTCTBYET CBSI3b C CEpBEPHOM MHPPACTPYKTYpoi (0ddnariH pexumM), Hanpumep, BcieacTeme obpbiBa CBA3M
WA B KOMaHAMpOBKe. Bpemsi XM3HM NOKANbHOr0 K3Wa MOXHO OrpaHuMyuTb KOMMYECTBOM AOHEN Wau
KaneHOapHOW AAaTOM, K3W CO3J43eTcs TOMbKO A4a9 Tex Mofb3oBaTtenew, Ans KOro 3TO SIBHO paspeLleHo
afMuHucTpatopom Indeed AM. Ing 3awmTbl NOKanbHbIX AaHHbIX Mcnonb3yeTtcs TexHonorna Windows Data
Protection API.

Pexxnm 3amelLeHus COTpyOHUKa

Indeed AM Windows Logon nopaepuBaeT pexuM 3aMelleHust COTPYAHMKA, OJ19 3TOro agMUHUCTPaTop
MMeeT BO3MOXHOCTb Ha3HauMTb 3aMecTUTeNns AOJs OnpefeNieHHOro nosb3oBatens. B Takom pexume
3aMeCTuTeNb, C MOMOLLbIO CBOMX AyTEHTUPUKALMOHHBIX AAHHbIX (KapTbl, OTNEYaTKa M Ap.) MOXET BbINOMHUTb
Bxo4 B OC oT MMeHM 3amel,aeMoro nosb3osatens. [1pyM 3TOM B XXypHane CUCTeMbl BydeT coaeparbCs
MHMOPMALMS O TOM, YTO BXOS, BbINOAHUI UMEHHO 3aMeCTUTelb. TaKOM peXxmM noneseH, Koraa HeobxoamMmo
CPOYHO BbIMOMHWUTL KAKOe-TO AeNCTBME (Hanmpumep, OTMPaBUTb FOAOBOM OTYET) OT MMEHM MOb30BaTENS,
KOTOPbIM B OaHHbI MOMEHT HepocTyneH (6oneH, HaxoouTca B oTnycke). MMepuon 3aMelleHUs MOXHO
OrpaHUYUTb KaNeHJAPHbIMU AaTaMu.

ABTOMaTMYecKasn nageHTMdukaumsa nonb3osBarTenen (PeXnm KNocka)

[aHHbIN pexxmuM xapakTepeH TeMm, 4To 0gHo paboyee MecTo Mcnosb3yeTcs 60bWKUM YNCIOM COTPYAHUKOB U
nepeknyeHne Mexay mMx pabouymMMu CeccmsaMmn LOMKHO BbINOMHATLCS OnepaTMBHO. [lns MakCcUMManbHOro
yaobCcTBa B AAaHHOM peXxmnMe peKOMEeHAYEeTCS Mcnosib3oBaHue 6eckoHTakTHbIX (RFID) unu koHTakTHbIX PKI
CMapT-KapT, B 3TOM C/lyyae CLeHapui AOCTyna BbIMSaUT Cleayowmum obpasom:

1. [Ong maeHTMdUKaLMM NONb30BATENSM He TpebyeTcs yKasbiBaTb MMS NONb30BaTeNs, 4OCTaTOYHO
npeabsBUTb CMapT-KapTy. [lng 3Toro KMock obopyayeTcs CYMTbiBaTENEM KapT.

2. CucteMa moxeT TpeboBaTh HaMYME KapTbl HA CYUTbIBATENE B TEYEHME BCEr0 BpeMeHM paboTbl Ha
MK, npu yéupaHum kapTbl TeKyLLas ceccus MoxeT ObiTb 3a6/10KMpOBaHa MK 3aBepLUEeHa.

3. [lpuv npuknagblBaHUK K CYUTLIBATENHD HOBOM CMapT-KapThbl, TEKYLLAS CECCUS MOXKET nnbo
3aBepLuaTbCs, MO0 NepekNtoYaTbCs Ha CecCMIo NoAOLIeALero COTpyAHMKA.

4. K kapte MoxeT 6bITb f06aBfeHa buoMeTpuyeckas ayTeHTUbMKauuMsa a9 GONOAHUTENbHOM 3aLWMTbI
foctyna (HanpuMep, 6ecKoHTaKkTHas GUOMETPUS C MCMNOSIb30BAHMEM PUCYHKA BEH).

YnpaeneHue naponamu nonb3osartenen Active Directory

Indeed Access Manager He 3aMeHsieT LWTaTHyl0 cucteMy ayTteHTudumkaumm Active Directory, a
aBTOMaTM3MpyeT YynpaBfieHuMe naponsgmu nonb3oBaTenen. B TakonM kKoHdurypaumm naponbHas
ayTeHTU(PUKALUS CTAHOBUTCS BHYTPEHHWM MEXAHMU3MOM, KOTOPbIA UCMONb3YeTCS TOMbKO HAa MPOrpaMMHOM
ypoBHe. AomuHuctpaTtop Indeed Access Manager MOXeT HaCTpOUTb CUMCTEMY TakmM 06pas3oMm, 4Tobbl B
MOMEHT perncTpaumu ons nonb3oBatens NepBoro ayTeHTudUKaTopa ero Napofib aBTOMATMYECKM MeHseTcs
Ha C/ly4alHOe 3HaYyeHue, KOTopoe He COOBLLAETCS HM NMONb30BaTEeNH, HU aAMUHUCTPATOPY CUCTEMBI. Takum
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obpa3oM, [OCTyn B LOMEH CTaHOBMTCS BO3MOXHbIM TOMbKO C wucrnonb3oBaHueM Windows Logon. B
JanbHeNMWeM napofib MoMb30BaTeNs MEHSETCA aBTOMATMYeCcKM NmMbo no TpeboBaHWMIO OMNepaLMOHHOM
CUCTEMBI, B0 MO 33JaHHOMY PaCMUCaHUIO.

Indeed AM RDP Windows Logon

Moaynb Indeed AM RDP Windows Logon (RDP Windows Logon) ucnonb3yetrca ans peanusaumm
ABYX(hAKTOPHOM ayTeHTUdMKALMM NPU NOAKIYEHMX no npoTokony RDP. B 3ToM cnyyae nepBbiM pakTopom
BbICTYMaeT [OOMEHHbIM Napofib, a BTOPbIM - OAHOPa3oBblM Maponb (one-time password, OTP) unau
noaTeepxpeHve Bxoga B MobunbHoMm npunoxeHun Indeed AirKey Cloud. OTP moxer 6bitb 1160
CreHepuMpoBaH Ha CTOPOHE MOb30BaTeNs B MPWUIOXKEHUM Ha CMApT@OHE MAM C NMOMOLLBI CMeunanbHOro
6penoka (OTP-TokeHa), nnbo otnpasneH emy no SMS unun Email.

RDP Windows Logon cneayet ycTaHaBAMBATb HA KOHEYHbIM TEPMUHANBHbIN CepBep, KyAa BbINOHSET BXOS
Nonb30BaTeNib. YCTaHOBKA KakKMxX IMOO KOMMOHEHT Ha knueHTckui K He Tpebyetcs. MoanepxmBaercs
KoHpurypauma c Remote Desktop Gateway.

Indeed AM Enterprise Single Sign-On (Enterprise SSO)

Indeed AM Enterprise Single Sign-On (Enterprise SSO) peanusyeT nogxopn single sign-on ans
yHacnegoBaHHbIX MPUIOXEHUN, KOTOpble He nogaepxuBaloT MexaHuambl SSO. Cwuctema
LEeHTPanM3oBaHHO XPaHWUT Naponu Nonb3oBaTens OT BCEX MPUIOXEHUU, Tpebyowmx BBOAA YYETHbIX
AaHHbIX 1 aBTOMaTM4eCKM MOACTaBMSeT UX B dKpaHHble hOpMbl, KOrga npunoxeHue Toro Tpebyer.
TexHonorus Enterprise SSO moxeT 6bITb NpUMeHeHa And nobbIX TMNOB NpunoxeHuu (windows, java,
web, .net), He3aBUCMMO OT apXMUTEKTYpbl: OOHO-3BEHHAs, OBYX-3BEHHas, Tpex-3BeHHas, “ToncTbin’
KITMEHT, “TOHKNW’ KNUEHT, TEPMUHAMNbHbIE NPUNOXEHNS.

Enterprise SSO n3baBnsaeT COTPyaHUKOB OT 3aNOMUHAHNS U XpaHEHUS Naporeun B CeKpeTe, OT Py4HOro
BBOAA Naponeu ¢ KnaemaTypbl, OT NEPUOANYECKOW CMEHbI Naposien COrnacHO NapornbHbIM MNONUTUKaM
6GesonacHocTw.

Ona 3tux uenen Ha paboueir CTaHUMKM MONb30BaTeNs yctaHaenueaetcs Enterprise SSO areHT, KOTOpbIN
OTCNEXMBAET 3aMyCK NPUNOXEHUI M BbINOMHAET NepexBaT GopM ayTeHTUDUKALMM, KOTAA OHM MOABASIOTCS
Ha JKpaHe. AreHT Takxe BKOUYaeT B cebq pacwupeHus onas nonynspHbix 6paysepos (Internet Explorer,
Google Chrome, Mozilla Firefox), uto no3sonseT pabotatb ¢ BEG-NPUNOXKEHUSIMM.

MpuHumn nHterpauun Enterprise SSO ¢ ueneBbiMy cuctemamu

Enterprise SSO no3gonsieT HacTpamMBaTbCs Ha paboTy C NpuIoXeHueM 6e3 NporpaMMHOro BMeLLATeNbCTBa B
CepBEPHYH UM KNMEHTCKYIO YaCTW AaHHOrO NpunoxeHus. Moanepka HOBOro NpUIOXKeHUS noapasymeBaeT
co34aHue cneumanbHoro wabnoHa xml-dopmata, peanusauns KOTOPOro BbINOMAHSETCS HA BHYTPEHHEM
a3bike Indeed AM Enterprise SSO ckpuntoBOro tuna. f3blk MO3BONSET yKa3aTb, Ha Kakue (OpMbl
npuoXeHns HeobxoAmMo onpefenuTb peakuuio. Peakums Enterprise SSO MoxeT Bkiwuath B cebs
MOBTOPHYK CTPOryl0 ayTeHTMdUKaLMio Morb3oBaTens, 3arnofiHeHWe rorieu  perncTpaumoHHbIMK
AaHHbIMK (Hanpumep, NOrvH, Naporsb), HaXxaTue HeobXxoAMMbIX 3NEMEHTOB ynpasneHus (Hanpumep,
Ha)kaTue KHOMKM “Bxof”), 3anucb COObITUS B ayAUT-KYpPHAN U T.n.

CwmeHa napons B LesieBOM NMpPunoXXeHnin
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B uenax MvHMMmMsaumm pUckoB MHOpMaLMOHHON 6e3omacHOCTU, BOMbLMHCTBO UHAOPMALIMOHHBIX
CMCTEM NOAAEPKUBAKOT BO3MOXHOCTb TpeboBaTh OT NONb30BaTENs U3MEHUTbL 3HAYEHWE Napons cpasy
nocne Toro, Kak nofib3oBaTesib OCYLLEeCTBUN NEPBbIN BXOA B CUCTEMY, NIMOO NO NCTEYEHUN 3a4aHHOIO
BpemeHn xum3Hu naponsa. Enterprise SSO o6GpabartbiBaeT OaHHy cuTyaumio U NO3BONsSeT B
aBTOMATMYECKOM pexume (Npo3payvyHo Ansi nonb3oBaTens) 3abnoknpoBaTb Ha 3TOT MOMEHT OOCTynN
nonb3oBaTensa K OKHy CMEHbl Maporisi, CreHepupoBaTb HOBOE 3HA4YeHMEe, 3anofiHUTL Nons opMbl
‘HoBOe 3HadeHue” n “‘noarTBepxaeHue”, HaxaTtb kHonky “OK”. JoxaasBluCb OT LeneBOW CUCTEMBbI
yBegomneHus 06 ycnewHon cmeHe napons, Enterprise SSO areHT coxpaHseT HoBoe 3HayeHue B 6ase
OaHHbIX Indeed AM. C 3TOro MOMEHTa HM MONb30OBaTENb, HU agMUHUCTPATOP HE 3HAKT HOBOE
3Ha4YeHne nNapossa u, criegoBaTenbHO, HE MOTYT BOUTK B LieNeByto cnuctemy B obxon Enterprise SSO.

Bo3MoXxHOCTb 06pabaTbiBaTh CUTYALMIO CMEHbI NAPOa NOSIBASETCS TONLKO B TOM ciiyyae, ecnm ESSO wabnoH
MPUNOXEHUS NOAAEPXKMBAET PEaKLMIO Ha NOSIBIEHWE OAHHOIO TUMA OKHa.

Mopaep>xkka TepMUHaNbHOW cpefbl NCMOSTHEHNS

Indeed AM Enterprise SSO agantupoBaH K paboTe B TepMUHaNbHOW cpege, No3Bonds n3baButb
COTPYAHMKOB OT SIBHOMO MCMOJSIb30BaHNA CBOMX Naposfien B MOMEHTbI, koraa paboTa ¢ NpunoXeHnem
NpoucXoauT BHYTPWU TepMuHanbHOW ceccun. [Onsi atoro areHT Enterprise SSO pomkeH ObiTb
YCTaHOBJIEH Ha TEPMUHANbHOM CepBepe.

B HekoTOpbIX CUTyauusix, B MOMEHT MOSlydeHUss JocTyrna K 0COBO KPUTUYHBIM MPUIIOXKEHUSIM, OT
COTpYyAHMKa MOXeT notpeboBaTbCA MPOUTU AOMOSHUTENbHYK npoueaypy ayTeHTudukaumun. Ecnu
TEeXHomnorns npegnonaraeT MCMNonb3oBaHWE BHeLWHero obopyaoBaHusa, nogkntodeHHoro k [1K
coTpygHuka (Hanpumep, CkaHep oTnevyaTka nanbua), To Mexay areHTom Enterprise SSO
TepMUHaAnNbLHOrO cepeepa w  obopygoBaHMeM BO3HMKaeT KOMMyHuKkauusi. Enterprise  SSO
OCYLLIECTBIISIET KOMMYHMKaumo no npotokonam Microsoft RDP mnnu Citrix ICA. 3710 03HavaeT, 4To Ha
ctopoHe MK coTpygHuka He TpebyeTcs ycTaHOBKa AOMNOMHUTENBHOro NporpamMmmHoro obecneyeHus 3a
ncknoYveHnem gpavisepa n Habopa run-time 6MbnuoTek, HeobxoamMMbIX Ans paboTbl 060PYAOBaHUS.

Indeed AM SAML Identity Provider

[ns opraHn3aumm MHOrodakTopHOM ayTeHTUDUKALIMM U CKBO3HOIO J0CTYNa B web-npunoxeHus (web single
sign-on, WebSSO) ucnonbsyetcs moaynb Indeed AM SAML Identity Provider (SAML IDP). Ons nHTerpauum ¢
LeNeBbIMU pELUEHUSIMM 3TOT MOAY/b MUCMONb3YEeT OTKPbLITbIM MEXAYHAPOAHbLIA CTaHAAPT ayTeHTUPUKALMM
SAML 2.0 (Security Assertion Markup Language), 4To rapaHTMpyeT COBMECTUMOCTb C LUIMPOKUM CNEKTPOM
KoMMepueckux cucteM. lNpumeHeHne SAML usbaBnsieT nonb3oBaTenss oT HeOOXOAMMOCTM 3aNOMMHATb
MHOXECTBO YYeTHbIX AaHHbIX, AN9 OOCTyNa BO BCE MHTErPUpPOBaHHble CUCTEMbI TPebyeTcs TONbKO OAMH
KOMMNEKT YYETHbIX AaHHbIX. AYTEHTUOUKALMS BbINOMHAETCS LEeHTPannM30BaHHO Ha cTopoHe SAML |dentity
Provider (IDP, nocraswumk ynoctosepeHuit). Indeed AM SAML |IDP BbinonHeH B popMaTte web-npunoxeHus
M pa3BOpaYMBaETCA B MHPPACTPYKType 3akasuuka. B npouecce nonyyeHms focryna, LeneBoe npuiioxeHue
nepeHanpasnseT nofb3oBatens Ha ctpaHuuy IDP gng ayteHTMdukaumm, nocne yero, B cayyae ycnexa,
nonb3oBaTeNb nepeHanpaBisieTcs 06paTHO Ha LeNeBoe NpUNoXKeHWe C MPU3HAKOM “ayTeHTUhULMPOBAH”,
re eMy OTKpPbIBAaETCS ero ceccus.

MHTerpaumsa no npotokony SAML BbINOMHAETCS Ha CepBepHOM CTOPOHe, 4YTO [A3aeT BO3MOXHOCTb
ncnonb3oBate MFA n WebSSO noaxop Ha nwobbix ycTpoicTBax, rae ectb bpaysep: MK, cMapThoH mau
MAaHLLeT.

Indeed AM SAML IDP nopaepXuBaeT cnefytowme TeXHONOrMM ayTeHTudmKaLmMm nonb3osaTenen B n10bbIxX

cTpanuuya 11 n3 15



COYETaAHUAX: LOMEHHBIM Naposib, ogHopa3zosble naponn OATH TOTP n HOTP, ooHopa3oBble koabl Yepe3 SMS
n EMail, out-of-band ayteHTndmKaumsa ¢ ncnonbsosaHmeM mobunbHoro npunoxenms Indeed AirKey Cloud.

B koHTyp WebSSO u MFA MoryT ObiTb BK/AKYEHbI Kak KOPMNOPaTMBHbIE ON-premise MNpUIOXKeHMs,
nopnepxuearowme SAML (Hanpumep, pewenns ot koMnanui SAP, Citrix u gp.), Tak U 06nayHble cepBuUCHI,
Takue kak Office 365, Salesforce, Slack, G Suite (paHee Google Apps) u apyrue.

Indeed AM ADFS Extension

Web-npunoxeHuss Ha 6a3ze cepsepa Internet Information Services (IIS) mMoryT 6bITb MHTErpupoBaHbl C
nporpaMMHbIM KomnnekcoM Indeed AM c mncnonb3oBaHneM mexaHmsMa ADFS n komnoHeHTa Indeed AM
ADFS Extension. KomnoHeHT ADFS Extension peanusyeT npoBavgep My/bTUHAKTOPHOW ayTEHTUPUKALMM
ons cepsepa Microsoft ADFS, no6aBnss B npouecc nonyyeHus foctyna BTopon GakTop. Takor noaxon aaet
BO3MOXHOCTb MHTErpuMpOBaTLCS C LENEeBbIMU NPUNOXKEeHUIMU 6e3 ux Moaudukauuu: npu Bxode B
NPUIOXEHWE NONb30BaTe/lb MepeHanpaBnseTca Ha BeO cTpaHuuy ayteHTudukauum ADFS, roe uepes
nposangep ayteHTudumkaumm Indeed AM ADFS Extension y Hero 3anpalivMBaeTcs BTOpOM (akTop, nocne
yCMNeLwHoM ayTeHTUdMKALMM NONb30BaTENb BO3BPALLAETCS B LieNIeBOE NPUSIOKEHME.

TexHonoruto ADFS nogaepyxuBatoT Be6-npunoxxeHuns Microsoft, Takne kak Outlook Web Access, Sharepoint,
Skype for Business u gp..

Indeed AM ADFS Extension B kauyecTBe BTOporo ¢akropa NoAnepXMBaeT ayTEHTUPUKALMIO C MOMOLLbHO
oaHopa3oBbix naponei OATH TOTP u HOTP, ogHopa3oBbix komoB yepe3s SMS u EMail u out-of-band
ayTeHTMdMKaLMM C MCNONb30BaHMEM MobunbHoro npunoxenus Indeed AirKey Cloud.

Indeed AM IIS Extension

Ona ayteHTudukaumn B web-npunoxeHusax, mncnonbsyrowmx Internet Information Services (IIS), n He
noanepxupatoLwmx mexaHusm ADFS, Hamu paspaboTtaH cneunannsmMpoBaHHbI MOAYNb MHTerpauun Indeed
AM 1IS Extension. JaHHbI MOLYNb YCTaHABNMBAETCS Ha BeO-cepeep, rae pa3BepHYTO LefeBOe NPUIOXKEHME
“ nossonsieT obecneynTb ABYXDAKTOPHYO ayTeHTUdMKaLMI0 6e3 BMelaTeNnbCTBa B €ro NPOrpaMMHbIi KOA.
Moaynb nepexBaTbiBaeT MOMbITKM ayTeHTUdMKauMM U Mocie BBOAA WMEHW M MNapofs, MoNMb3oBaTesb
nepeHanpaBnseTcs Ha OTAENbHYH CTpaHuLy, rae AO/MKEeH noatsepauTb cebs C NOMOLLb0 04HOPA30BOro
napons.

Takxe NOAOEPXMBAETCS PEXMM OAHOPAKTOPHOM ayTeHTUdMKaALMKW. Takoh pexuM BocTpeboBaH Ang
npunoxeHns Exchange  ActiveSync (EAS) u no3sonser MCKAOYUTb AOMEHHbLIA Mapoib U3 CXEMbl
ayteHTMduKaumun. Ong pocryna K EAS B 3TOM ciydae MCNoAb3yeTcs HEAOMEHHbIM NapOb, KOTOPbIM MO CYTH
npeactaBnsieT cobor Tak HasbiBaeMbli application password, ucnonb3yembiit Tonbko ang EAS. 31oT naponb
BBOAWTCS NONb30BATENEM B MOOMNBHOM K/IMEHTE AN A0CTYNA K KOPNOPATUBHOM NoyTe.

[IS Extension MoxeT ucnonb3oBaTbCa Ans Nobbix web-npunoxenuin Ha 6a3e IS, Hanpumep Outlook Web
Access, RD Web Access, Exchange ActiveSync u ap.

Indeed AM NPS RADIUS Extension

Indeed AM NPS RADIUS Extension (RADIUS Extension) npeacraenset coborn moaynb pacwmpenus Microsoft
Network Policy Server (NPS, Bxoaut B coctaB Windows Server) u nossonset peannsosatb gna RADIUS-
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COBMECTUMbIX CEPBMCOB M MPUNOXKEHUI TeXHONOrnw AByxdakropHon ayteHTudbukaumun. [ns 3toro
TpebyeTcs:

e PaszsepHytb B cetn npeanpuatus NPS cepsep, KOTOpbl NpenocTaBnseT BO3MOXHOCTb
ayTeHTUdukaumm no npotokony RADIUS ¢ ucnonb3oBaHMEM Y4yeTHbIX AAHHbIX MOMb30BaTenew
kaTanora Active Directory.

e Hactpoutb Lenesoe npunoxeHne Ha ayTeHTMdMKaumMo nonb3osatener no RADIUS npoTtokony Ha
cepsepe NPS.

e VYcraHoButb Ha NPS cepsep pacwwupenne Indeed AM NPS RADIUS Extension, koTopoe 6yaer
0bpabaTbiBaTb 3anpocbl Ha ayTeHTUPUKauMM K TpeboBaTb OT MOMb30BaTeNss BTOPOM (aKTop
ayTeHTMdUKaLMK.

AyteHTnduKaums no BTopomy dakTopy BbiNosHseTca Ha cepeepe Indeed Access Manager u pesynbTaT
npoeepku yepe3z NPS cepBep TpaHCAMPYETCS B LLESIEBOE NPUIOXKEHME.

Indeed AM NPS RADIUS Extension B kKayecTBe BTOpPOro (aktopa MOAAEPXMBAET ayTEHTUPUKALMIO C
nomoubio ogHopasoBbix naponen OATH TOTP u HOTP, oaHopa3oBbix KogoB yepe3 SMS u EMail u out-of-
band ayteHTUdUKaALMK C ncnonb3oBaHMeEM MobunbHOro npunoxenns Indeed AirKey Cloud.

AyteHTndukauma no RADIUS npotokony moxeT 6biTb uMcnonb3oBaHa Bo MHornx VPN u VDI peweHusx,
HanpuMep, B NporpaMMHbIx npoayktax komMnanui Cisco, Citrix, Check Point, VMWare, C-Teppa.

Indeed AM API

Indeed AM API npepctasnsget coboit nporpaMMHbit nHTepdeic dopmata REST API png uHTerpaumm co
CTOPOHHWMM CUCTEMAMU U NpunoxeHuamu. APl MOXeT 6bITb MCMONMb30BaH AN ABYX Lene:

e Peanuzauma p[BYXDAKTOPHOM ayTeHTUdMKaumMM. B cnyyae, Korga ueneBoe NPUIOKEHME He
NOALEPXKMBAET HU OOMH M3 CTAHAAPTOB AaYTEHTUPUKALMM, ABYXPAKTOPHASA ayTEHTUDMKALMUS MOXKET
6bITb JOOaBNEHA B HEro NyTem BCTpamBaHMA Bbi3oBOB Indeed AM API. Takol noaxopn MoxeT ObITb
MCNONb30BaH ANS NMPUIOXKEHUI COBCTBEHHOM MM 3aKa3HOM pa3paboTKK, KOraa ectb BO3MOXHOCTb
“x 0opaboTKm.

e VIHTerpaums CO CMEXHbIMM cucTeEMaMW. Takasg MHTerpaumMss MO3BOJSISIET  peanu3oBaTtb
[ONOJIHUTENbHbIE CLLEHapMWM MO aBTOMATM3auMM paboTbl C YYETHBIMM AAHHBIMU WM KOHTPOJIHO
[ocTyna nonb3oBatenen. [lpyMepamMu Takux CLEHapueB SBAAKOTCA MHTErpaums € CMCcTeMamu
yrnpaBfieHns npaBaMM W Y4YeTHbIMW JaHHbIMKM nonb3oBaTenen (ldentity Management, IDM) wu
cucTteMaMm KoHTpons dusmyeckoro goctyna (CKYL).

NHTerpaumsa c ldentity Management cuctemamm

MHTerpauns no3esonseT B aBTOMAaTUYECKOM peXMME CO34aBaTb M HANOAHATL NPOdUAb [0CTYNa NONb30BaTENS
ana moayns Indeed AM Enterprise SSO. KoHHekTop K IDM cuctemMe no3BonsieT B aBTOMAaTUYECKOM pexnme
CMHXPOHU3MPOBATL YYeTHble AaHHble Mo/nb3oBaTenei B 6ase gaHHbIX Enterprise SSO. YueTHble faHHble
co3zattca npu nomowm |IDM-KOHHEKTOPOB K LleNeBbIM CUCTEMAM M TYT Xe COXPAHAKTCS B noacucreme
Indeed AM Enterprise SSO, n3basnssg coTpyaHMKa OT 3aNOMMHAHKS M PyYHOro BBOAA naponen. MHterpaums
Mo3BOSET MNONYYUTb TaKME NPEUMYLLECTBA:

e [loBblWeHME YPOBHSA MHPOPMALMOHHOM 6E30NaCHOCTM KOMMAHMM 33 CYET MOMHOM aBTOMATM3aUMu
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)KM3HEHHOro LUMKNa naponei nonb3oBaTenei (MAaponM CO3[AIOTCH, WM3MEHSITCS M BBOAATCS
MOIHOCTbIO B aBTOMAaTUUYECKOM pexume, 6e3 yuyacTus nonb3oBaTenei M aiMUMHUCTPATOPOB)

e MwWHMMM3AULMSA WAroB B NpeaoCTaBNeHUM U NONYYEHUU JOCTYNa COTPyAHWMKaMU. locne 3aHeceHus
HOBOrO MO/Mb30BaTeNs B MCXOAHYW cucTeMy (Hampumep, HR-cucteMy) u  BbInonHeHus
CMHXPOHM3auMK (B aBTOMATUYECKOM pEXMME), Nonb30BaTeNb nonyvyaeT 6ecnaponbHblii LOCTYN BO
BCe HeobX0aMMble EMY CUCTEMBI.

Cxema uuterpaumm Indeed AM Enterprise SSO c IDM

PaccMoTpmM cxemy paboTbl Ha npuMmepe 6GuM3HeC-onepaumu MPUHSATUS HOBOTO COTPYAHMKA Ha paboTy u
MCMNONb30BaHUA oNa ayTeHTUdMKaLMKM npu goctyne K pabouemy ctony USB-kntoya. Becb npouecc MOXHO
YC/IOBHO pa3genuTb Ha 5 KpynHbIX LIAroB..

1. CoTpyZHMK OTAEena KagpoB perucTpupyeT 3anmMcb O HOBOM COTPYAHMKE B CUCTEME Y4eTa NepcoHana
(HR cucrema).

2. Tlocne 3T0ro, faHHble O HOBOM COTPYAHMKE MonapatoT B 6a3y AaHHbix IDM yepes koHHekTop K HR
cucTeme.

3. Ha ocHoBe 3TOro cobbitms IDM BbINOMHAET onepauuio CMHXPOHU3aLMK, CO34aBas ANs NoJb30BaTeNs
yyeTHbI€ 3aMMCM BO BCEX MPUIOXKEHUSX, COMMACHO AOMKHOCTU (BU3HEeC-ponu) coTpyaHuka. [Ons
[aHHOM onepauun UCNONb3YHTCS cneuunanbHble IDM-KOHHEKTOPSI.

4. Tlo TakoMy e NpWHUMNY peanu3oBaH KOHHekTop K Indeed AM Enterprise SSO, koTopbiit Ha
3aKJTIOUYNTENBHOM LAare CUHXPOHM3aUMm co3aaeT npodumb 4ocTyna cotpyaHmka B bl Enterprise SSO,
KOMMPY$S B HEro y4YeTHble AaHHble NoAb30BaTens.

5. Ha paHHOM wware cOTpymHMK MMeeT BCce Heobxoanmoe pnia pabortol. [locne nonyyeHus goctyna K
cBoeMy pabouemy crtony, areHT Indeed AM Enterprise SSO obecneunBaeT Ansi COTPYAHMKA
Mpo3payHbIi  JOCTYN BO BCE HeobXoOAUMble MPUOXEHWUS, MOACTaBNAAS Y4YeTHble JaHHbIe
nonb30oBaTesist B POpPMbl BXOAA B MPUSIOXKEHMS.

NHTterpauna c CKY[4

NHTerpaunsa c cucteMamu KOHTpona 1 ynpaenexms gpusmyeckum goctynom (CKY/) naet sBoamoxHocTb Indeed
AM  yuyuTbiBaTb MECTOMONIOXEHME COTPYAHMKA B MOMEHT ero ayTeHTudukaumu. 3TO MO3BONSET
peanu3oBbIBaTb, HANPUMeEP, Takue CLueHapum 4OCTyna:

e PaspewmnTtb [OCTYyn TOMbKO MNpU HAXOXOEHUW COTPYAHMKA BHYTPW nepumeTpa 34aHus
(Hanpumep, Bxoa Yepes npoxogHyto Ne1, Ne2 n Ne3);

e PaspelunTb 4OCTYN TONbKO B OnpeaeneHHoM kabuHeTe (Hanpumep, Tonbko B kabuHeTe Ne5, He
NMeeT 3HAaYEHUS], KaKUM MapLLUPYTOM COTPYAHWUK B HErO nonan);

e (C noboro KoMnblOTepa onpeaeneHHo 30HbI (HanpuMep, K 1l060My KOMMbIOTEPY 3 3Taxa).

O komnaxum Nngnp,

Komnanus MHamp sBngeTcs poccuinckum paspaboTymkoM nporpaMMHoro obecneyeHus non Mapkon Indeed
Identity. PaspabaTbiBaeMble HaMM NpOrpaMMHbie KOMMAEKCbl NpeAHa3HayYeHbl ANS ynpaBneHus AOCTYrnoM
COTPYAHMKOB K WMHOOPMALMOHHBIM pecypcaM KOMMNaHWM, KOHTPONS [AOCTyna NPWMBUAErMPOBAHHbIX
nonb3oBaTenen, a TakxKe ynpaBneHno MHOPACTPYKTYPOM OTKPBITbIX KIOYEN U XKM3HEHHbIM LMKIOM CMapT-
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KapT 1 USB-kntouei. MpoaykTbl KOMNAHMM UCNONbL3YHOTCA B BeayLmMx KoMnanuax Poccum n CHIT B pa3nnyHbIx
oTpacnax: (PUHAHCOBOW, NPOM3BOACTBE, HeTerasoBoW, pwuTelne U TeNeKOMMYHWMKAUUMOHHOW. Odwuchl
KoMnaHuu pacnonoxeHbl B CaHkT-leTepbypre, Mockse, BennkoM Hosropogae n BunbHioce.
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