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@ —3T0 ObICTPO pa3BMBatoLLaAca IT-KOMMaHWA Ha CTbiKe HeABVIXKMMOCTU U GUHAHCOBOIO
cekTopa. Cpegn napTHépPoB M2 — 15+ 6GaHkoB, 11 000+ 3acTponmkoBs, 20 000+ areHTCTB
HeOBWHKMMOCTK M 86 000+ YacTHbIX pMenTopoB. Mbl coszaaém digital-pelleHna, KoTopble

MOMOraoT KAMEHTaM HalTK U MnpoBepPUTb KBapTUPRY Mnepe. r|o+<ym<0|?|, 3allnNTUNTb COeNTKY
OT MpPaBOBbIX PUCKOB W 3aperncrpmnpoBaTb MMpaBo COBCTBEHHOCTM BHYTPOWM edVHOIro

LUMPPOBOro KOHTypa. A 3acCTPOMLUMKAM — YBEUUYUTb KOMWMYECTBO MPOAark 3a CYUET
Ka4eCTBEHHbIX TMO0B.



Llenu

® [loBbICUTbL Kl/l6ep6e3OI_IaCHOCTb KOMTITaHMWM

BO3POCLLMX Yrp0o3, TpeboBaHMI PerynaTopoB M KOPMopaTBHbBIX CTaHOaPTOB

@ !lpuBecTn cucteMy MHPOPMaLMOHHON ©e30MacHOCTN B COOTBETCTBME C YPOBHEM >

3apaum

® MooepHU3npPoBaTb CUCTEMY MHPOPMALIMOHHOM 6BEe30MacHOCTM KOMMaHMK.

® ObecneunTb 3aLNTY NT-MHPPACTRYKTYPbI OT CIIOXHbIX KMOepyrpos.

® HacTpouTb MpPoLEecChl MO KOHTROMO M 3almTe MHPoOPpMaL MM C yd4eToM yaaneHHoro

XapakTepa paboTbl COTPYAHMKOB.

Peanun3soBaHHbIe NpoeKTbl B nepuoa 2020-2025 rr.

® MogepHusauma cucteMbl MHPOPMALMIOHHOM 6e30MacHOCTM KOMMaHMM >
MNpuBegeHue cructeMbl MHOOPMALMOHHOM ©6e30MacHOCTM B COOTBETCTBME
C TpeboBaHWAMK PEryNATOPOB

® He3aBuCKMMbIM ayanT COCTOAHMA CUCTEMDbI 3aLLMTbI MEPCOHabHbIX AaHHbIX )

[MPW BbINOMHEHMM NpoeKTa Obla AaHa 3KCrNepTHaa OLeHKa COCTOAHMA CUCTEeMbIl 3aLLUUTh
MHPOopPMaLMK.

YTOUHEHbI MPUHLMMblI OPraHM3aLLuy CUCTeMbl 3alMTbl, pa3paboTaHbl BapMaHTbl ONTUMM-
33U CUCTEMbl MPOTUBOAEMCTBUA 3apPaXKEHUIO BKPYCaMM Ha OCHOBE MOoJyYeHHOoM
MoOeNnm yrpos.

BblCTpoeHa coBpeMeHHada cructeMa MHbopMaLMOHHOM 6€30MacHOCTY C MCMOMb30BaHMEM
pelweHnin «Jlabopatopumn Kacnepckoroy. MNpoBeneH Nnogbop peLlleHn, X TeCTUpOoBaHMe,
0OOCHOBaHMe, CpaBHeHWe C aHanoramMu,

\

CUCTEMA aHTUBUPYCHOMN
3aLLMTbl OTBEYAET YPOBHIO
COBpPEMEHHbIX Yrpo3

c@;

HaCTPOEHbI NPOLLECChl MO KOHTPOSIO
YCTPOWMCTB U 3aumTe nHdopMaLmm KOMNaHUM




BHeapeHbl pelueHUa:

Kaspersky Secure Mail Gateway (KSMG), KoTopoe Mo3BOMAET Pa3BepHYTb MOYTOBbIN
LN03 B BWAOE KNAacTepHOW CUCTeMbl, MacliTabupyemMom B 3aBUCUMOCTM OT obbema
obpabatbiBaemMoro Tpaduka, W UHTErpupoBaTb €e B CYLUECTBYIOLLYK MOYTOBYHO
MHDPACTPYKTYPY OpraHmMsauuMm. Ha noyToBOM LUMKO3e MpedyCTaHOBAEeHbl MOYTOBbIM
cepBep M 3allMTa OT MACCOBbIX KMbepyrpos. ObecneymBaeT 6€30MacHOCTb BXOAALLIEM
VM mncxodalen noYtbl, 6nokMpyeT BpedoHOCHbIe 0ObeKTbl, crlaM U QULIMHE, BbIMOAHAET
KOHTEHTHYIO GUNBTPALMIO COOBLLIEH NI,

Kaspersky Secure Mobility Management (KSMM) - koMmnekcHoe pelleHune ang
yrpaBneHnsa MobUMNbHOCTbIO MpeanpuaTiii. Mo3BonaeT KOMMaHUAM KOHTPOMMPOBATb
KoprnopaTuMBHbIe MOOWbHbIE YCTPOMCTBA WM HAOEXKHO 3allMulaTb UMX OT KMOepyrpo3s
Ha BCEX YKM3HEHHbIX LIMKMNaxX 1 Npun BCex KtoueBbix dopMaTax MCrob30BaHMS.

Kaspersky EDR ana 6usHeca OntuManbHbin (KEDR Optimum), npegHasHadyeHHoe
ONg 3aWmTbl I T-MHPPACTPYKTYPbl OpraHm3aLmMmM OT TakK Ha3blBAeMbIX MACKMPYHOLLMXCS
yrpos. ODyHKUMOHAN peleHna codeTaeT aBToMaTudeckoe obHapy)XeHue yrpos
C BO3MOXXHOCTbIO pearmpoBaHma Ha HUX AN9 MPOTUBOCTOAHMSA CMOXXHbIM aTakaM, B TOM
ymcne HOBbIM  3KCMoMTaM  (exploits), nporpamMmMamM-BbiMOraTeniaMm  (ransomware),
bechamnosbiM aTakaM (fileless attacks), a Takyke MeTogaM, MCMOMb3YLWWMM NermTUMHble
NHCTRYMEHTDI.

Kaspersky Managed Detection and Response (MDR) o6ecriednBaeT KpyrfioCyTOUYHYO
3aWKTY OT pPacTyLero Koin4yecTBa yrpo3s, CrocobHbiX 060MTM aBTOMaTUYeCKe cpeacTBa
3aWmnTbl.  OcyllecTBngerca  cneudnanmctammn  SOC  «JlabopaTopun  Kacnepckoro»
M NoOXoAUT ONF OpraHm3aL MM, KOTOPbIM CITOXHO HalTW KBaNMMPUMUMPOBaHHbIX CheLmani-
CTOB WM Y KOTOPbIX OrpaHUYeHbl BHYTPEHHWE PEeCYPChbl.
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MUHUMU3NPOBAHbI PUCKU
MHPoPMaLMOHHOWN 6e30- cucTtemMa MHGoOPMaLMOHHOM
6e30MacHOCTM KOMMaHMM

MacHOCTU KOMMaHWMM 3a
cHeT BHepeHNd pelleHnin, npwvBeOeHa B COOTBETCTBME
C TpeboBaHVAMU pPerynaTo-

o6ecneymnBaloLLMX 3aLUmTy
ee NT-nHPpacTpyKTypbl OTBEUAET YPOBHIO COBpe- POB U KOPMOPATUBHbIX
MEHHbIX YIPO3 CTaHOapTOB

OT CITOXKHbIX KOepyrpo3
. N\ VAN J

e N
ﬂ YUUTbIBAA yaaneHHbI GopMaT paboTbl COTRYAHWMKOB, HACTPOEHbI MPOLLECChl MO KOHTPOSHO
YCTPOWCTB U 3aLmTe MHDOPMaLIMM KOMMaHMK

) O

MOOEPHM3NPOBAHHAA
cmcrteMa MHGOPMaLMOHHOM
6e30MacHOCTM KOMMaHuM

«JlabopaTopma Kacmepckoro» — MexayHapogHadad KomMmaHug, paboTatollad B chepe
MHPOPMALMOHHOW 6e30MacHOCTU U LMGPOBOM NMPKMBATHOCTM € 1997 roga. Ha cerogHaLL-
HUW OeHb KOMMaHWa 3aWwmTrna 6onee 1 MMnAMapaa yCTpoWCTB OT MacCOBbIX KMbepyrpo3
M LeneHanpaBeHHbIX aTak, @ HaKOM/IeEHHbIe el 3HaHMA M OMbIT MOC1eA0BaTETbHO TPaHC-
DOPMUPYIOTCA B MHHOBALMOHHbIE PeLLleHNsa 1 YCAyr Aa49 3alnTbl OM3HEecCa, KpUTUYECKM

BaYKHOM MHOPACTPYKTYPbl, FOCYOdapPCTBEHHbIX OPraHoB W pPaOOBbIX MNOSb30BaTeNew
no Bcemy Mumpy. ObwmpHoe nopTtdonmo «Jlabopatopui Kacnepckoro» BKItoYaeT B cebd
nepenoBble TEXHONOMMM 19 3alWMThbl KOHEYHbIX YCTPOMCTB, PAL, CNeLManm3npoBaHHbIX
MNPOOYKTOB W CEPBUMCOB, a TakXKe KMOePUMMYHHble pelleHnd Oa9 60pbbbl CO CMOXKHBIMY
M MOCTOAHHO 3BOMOLUMOHUPYIOWMMK KMbepyrposamMu. Mbl momMoraeMm 220 Thicadyam

KOPMOPATUBHbIX KITMEHTOB BO BCEM MUPE 3aLLUMLLATL CaMoe LieHHOoe Onda HMX.
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Ay,CI,I/IT N KOHCaNTUHr

Cob6cTBEHHbIE
paspaboTku
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KomnaHua ARinteg - pa3pa6otumk O, peweHun
no MHPOPMaALIMOHHOM 6€30MacCHOCTMU, IMeEeT BbiCOKYIO
aKCmepTn3ly B obnacty  ayauMTa W KOHCANTWHIA,
MpPenoCTaBNAET BECh CMEKTP YCyr Mo 3allmMTe MHPopMaL i,
MHTErpUPYEeT roToBble pelleHu.

INMnuerHsmat OCTIK, MYC Poccnim n GCh.
- C1996 roga ocyulecTenaeT nogdop, MoCTaBky, BHegpeHve
% AanbHENLLYIO TeXNOoAAEPXKKY NPOrPaMMHbIX
M annapaTHbIX peLleHni.
- C2021ropa — pa3paboTymk cOOCTBEHHbIX pPeLleHn .

Moppob6Hee Ha canTe www.ARinteg.ru



